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PROFILE 

DevOps Engineer with hands-on experience in CI/CD pipelines (GitHub Actions), AWS (EC2, ECR, ECS 
Fargate), Docker, Kubernetes, GitOps with ArgoCD, and security scanning with Snyk and Trivy. Worked on real 
client projects in production environments. Strong foundation in Linux, IaC (Ansible), secrets management (Vault, 
AWS Secrets Manager), and monitoring with Prometheus and Loki. 

CORE SKILLS 

•​ Cloud & Infra: AWS EC2, ECR, ECS Fargate, RDS, S3, CloudFront, ALB, Auto Scaling, VPC, IAM, Secrets 
Manager 

•​ DevOps & CI/CD: GitHub Actions, Jenkins, Docker, Docker Compose, Kubernetes (k3s/Minikube), Helm, 
Ansible, Terraform (basics) 

•​ GitOps & Security: ArgoCD, GHCR, Snyk (Dependency + SAST), Trivy, OWASP, AWS WAF, OIDC Auth, 
HashiCorp Vault, External Secrets Operator 

•​ Monitoring & Logging: Prometheus, Grafana, Loki, Promtail, kube-prometheus-stack, CloudWatch 
•​ Scripting & OS: Bash/Shell, YAML, JSON, Linux (CentOS/Ubuntu), Git/GitHub 
•​ Development: Node.js, Express.js, React, MongoDB (MERN Stack), REST APIs 
•​ Soft Skills: Troubleshooting, Problem-Solving, Teamwork, Communication, Time Management 

PROFESSIONAL EXPERIENCE 

DevOps Intern  —  CyberoidTech  —  Islamabad ​ Mar 2026 – Present 
•​ Built CI/CD pipelines with GitHub Actions using OIDC-based AWS authentication — no static credentials 

needed. 
•​ Pushed Docker images to AWS ECR and automated deployments to EC2 via GitHub Actions workflows. 
•​ Worked on ECS Fargate production setup: cluster creation, IAM Task Execution Roles, Task Definitions with 

Secrets Manager integration, and ALB with path-based routing for two services. 
•​ Integrated Snyk (dependency + SAST) and Trivy image scanning into CI pipelines — blocking deployments 

on critical vulnerabilities before they reach production. 
•​ Debugged live staging issues on ClubSoft projects: NEXT_PUBLIC_* build-time variable injection, env file 

conflicts between containers, and RDS Security Group misconfiguration blocking PostgreSQL. 
•​ Worked with ArgoCD GitOps architecture (deploy branch + GHCR + k3s), HashiCorp Vault (Kubernetes 

auth), and External Secrets Operator for secure secrets management. 

DevOps Intern  —  Techinn360  —  Islamabad ​ Dec 2025 – Feb 2026 
•​ Built and maintained GitHub Actions CI/CD pipelines, reducing manual deployment time by ~50–60%. 
•​ Containerized applications using Docker and managed multi-service environments with Docker Compose for 

consistent dev and production setups. 
•​ Deployed and configured AWS infrastructure: EC2, RDS, S3, and CloudFront with WAF for security and 

scalability. 
•​ Configured automated RDS backups and resolved production issues including server storage limits, restoring 

services with minimal downtime. 

Hands-On DevOps Practice ​     GitHub 
•​ Set up full Kubernetes stack in Minikube: ArgoCD, HashiCorp Vault, External Secrets Operator, Helm charts, 

and kube-prometheus-stack with Loki + Promtail monitoring. 
•​ Automated multi-server provisioning using Ansible playbooks and roles. Configured ALB + Auto Scaling 

Groups for EC2-based applications. 
•​ Designed AWS VPC architecture with public/private subnets, route tables, security groups, and NAT gateway 

following best practices. 

https://www.linkedin.com/in/asad-bashir-772b73299
https://github.com/asadbashir7755
https://committodeploy.dev/
https://github.com/asadbashir7755


PROJECTS 

Final Year Project – Furnished Home Rental Platform (MERN Stack)  ​ ​ ​      Repo 
•​ Full MERN platform with advanced search, Stripe payments, real-time availability, AI assistant, and admin 

panel for listings and reservations. 
Heavy Machinery Selling Platform (MERN Stack) 

•​ Full-stack application with search, filtering, secure payments, inventory management, and AWS deployment. 

EDUCATION & CERTIFICATIONS 

BS Computer Science (BSCS)     2021 – 2025 
 
FSC – Computer Science (81%)   2019 – 2021 
 
AWS Certified Cloud Practitioner 

KEY ACHIEVEMENTS 

•​ Eliminated static AWS credentials in production by implementing OIDC-based authentication with GitHub 
Actions — zero long-lived secrets in pipelines. 

•​ Integrated Snyk + Trivy security scanning into CI/CD pipelines on real client projects, enabling automated 
vulnerability blocking before deployment. 

•​ Debugged and fixed production-level issues on live ClubSoft projects: container env conflicts, RDS Security 
Group misconfiguration, and Next.js build-time variable injection. 

•​ Built complete local Kubernetes environment replicating production stack: ArgoCD, HashiCorp Vault, External 
Secrets, Helm, and full Loki + Prometheus monitoring. 

•​ Reduced manual deployment time by ~50–60% by building automated GitHub Actions CI/CD pipelines with 
Docker-based workflows. 

https://github.com/asadbashir7755

